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1
Decision/action requested

This contribution discusses a proposed response to the RAN3 reply LS on User Plane Integrity Protection for eUTRA connected to EPC
2
References

[1]
R3-212812/S3-212437 Reply LS to LS on User Plane Integrity Protection for eUTRA connected to EPC
3
Rationale

RAN3 have responded that is not mandatory for the MME and eNB to copy all the bits of the received UE security capabilities into S1AP and X2AP signalling respectively (see responses to questions c) and d) in the reply LS [1]).
If all the bits of the UE security capabilities are not copied this can to lead the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB. 

To avoid such an issue moving forward it is proposed that SA3 respond RAN3’s LS [1] and request RAN3 to make copying all of the bits of the UE security capability to be mandatory in their specifications. This should be done for both 4G and 5G signalling as the same issue can exist with 5G. RAN3 should be requested to do this from the earliest possible release. 
In terms of stage 2 justification for such a change, there is the following text in clause 7.2.4.2.1 in TS 33.401 (similar text exists in TS 33.401 and TS 33.501 for the other cases):

“When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB.”

Of course, such text could be strengthened in line with the action that RAN3 takes. 
It is proposed that the above discussion is used as the basis for a response LS to RAN3. It should be noted that this discussion is independent of the work on UP IP. 
4
Detailed proposal

It is proposed that based on the above discussion that SA3 approved the LS is the companion contribution S3-212848.
